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Summary
The following document describes the NPSA’s programme of work in risk assessment. This 
will be continually updated and expanded to include links to examples of good practice and 
expertise. The resources will be developed from research, practical experience of using the 
tools, and local practice and experience from NHS organisations. The approaches described 
here are suggested tools and techniques that NHS local organisations can use.

Section 1 explains what risk assessment is, why it is important, when to do it, who should do it, 
and provides a practical approach on how to do it.

Section 2 explains the relevance risk assessment has for patient safety.

Section 3 details some of the key models used in industry and healthcare.

Section 4 describes what healthcare providers can do.

Section 5 outlines the NPSA’s programme of work and what the NPSA is doing to help the NHS, 
with links to detailed case studies and practical examples. 
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1	 The risk assessment process
	 1.1	 	What is risk assessment?

Step three in Seven Steps to Patient Safety (NPSA 2004) describes the importance of an 
integrated approach to risk management and how it can be used as an improvement tool.  Risk 
management is the process of identifying, assessing, analysing and managing all potential risks. 
Decisions made within an organisation, and within practice, should take into account potential 
risks that could directly or indirectly affect patient care. If risks are properly assessed, the 
process can help all NHS organisations, teams and individuals set their priorities and improve 
decision-making to reach an optimal balance of risk, benefit and cost. Risks can be clinical, 
environmental, financial, economic, political, and those affecting public perceptions and 
reputation.  Risk is inherent in all aspects of healthcare, including:

•	 organisational strategy and business planning;

•	 financial planning;

•	 projects and service developments;

•	 purchasing;

•	 design of services;

•	 treatment and care delivery.

The process of risk assessment seeks to answer four simple, related questions:

What can go wrong? Is there a need

for action?

How bad?

How often?

 
For each hazard identified, it is important to decide whether it is significant and whether 
appropriate and sufficient controls or contingencies are in place to ensure that the risk is 
effectively minimised.

Hazard: a situation with the potential to cause harm.

Risk: the combination of likelihood and consequence of hazards being realised.
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	 1.2	 	Why risk assessment is important

Risk assessment is a valuable tool that can help managers and clinical staff improve their work 
and the care delivered. The NHS is continuously changing and this can cause the risk profile to 
change. If NHS organisations systematically identify, assess, learn from and manage all risks and 
incidents, they will be able to reduce potential and actual risks, and identify opportunities to 
improve healthcare across the NHS.   

The benefits of risk assessment:

•	 strives for the optimal balance of risk by focusing on the reduction or mitigation of 
risk while supporting and fostering innovation so the greatest returns can be achieved 
with acceptable results, costs and risks;

•	 helps NHS organisations comply with the Standards for Better Health for England and 
the Healthcare Standards for Wales;

•	 supports better decision-making through a solid understanding of all risks and their 
likely impact;

•	 helps NHS organisation plan for uncertainty, cope with the impact of unexpected 
events and increase staff, patient and public confidence in care that is delivered with 
well-considered contingency plans;

•	 highlights the weakness and vulnerability in procedures, practices and policy changes.

	 1.3	 	When to do a risk assessment

A risk assessment should be conducted at various stages of a change, development or project:

•	 early on – to help ensure the basic design provides appropriately safe care;

•	 during detailed design – to help ensure the risks are considered throughout;

•	 modification – post implementation or modification; risk assessment helps ensure that new 
risks are not unintentionally introduced.

	     	How long does it take?

Time will be required for preparation and follow-up of the recommendations. Meeting time 
can be minimised with effective preparation.  The total time required for the risk assessment 
meetings will vary according to the magnitude and complexity of the changes or service 
provision. For example:

•	 if a new ENT service was being set up then it is likely that half a day would need to be put aside to 
assess the risks associated with delivering a new service;

•	 if an existing service is partially modified, for example the transfer of part of a service from the 
acute setting to primary care, only the provision of service in the new environment would need 
to be risk assessed.
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1.4	 	 	Who should do the risk assessment? 

Risk assessments should be conducted with staff for which the risks are relevant. For example, 
board and management teams will need to advise on strategic risks, while clinical teams will 
need to be involved when assessing an individual patient’s care or a procedural risk in their 
department. All parties affected by risks, including patients and the public, can also be involved 
in the decision process where possible. It is advised that each service takes ownership of their 
own risks and feed these into a risk register for the organisation, department or practice.  
The risk assessment process is then used to develop local plans and used as evidence for  
service development. A nominated person should be responsible for ensuring the actions are 
followed up.  

The table below describes the different roles in risk assessment.

Roles in risk assessment

Role Responsibilities Required skills, knowledge and 
experience

The risk assessor Responsible for preparation, facilitating 
the assessment meeting and ensuring the 
recommendations are picked-up.  When 
facilitating the assessment meeting they should 
ensure that a structured approach is followed, 
encourage open discussion, and summarise the 
discussion and recommendations.

This is a lead role and the risk assessor needs 
to be fully conversant with the risk assessment 
process, and have an understanding of 
the service being assessed. They need to 
be a good facilitator and not be too closely 
involved in the development or refinement 
of the new service. They could be the person 
in charge of or responsible for a service, 
or the risk manager of the department or 
organisation.

Multi- disciplinary 
team (MDT) clinical 
and non-clinical 
participants

Participants are responsible for contributing 
during the assessment meeting in terms of 
identifying the hazards, causes, consequences 
and controls, ranking risks and developing 
recommendations.

Should consist of staff with complementary 
skills and experience. The team be drawn 
from those who are designing the service and 
who will work within it.

The recorder Supporting the risk assessor and recording the 
discussion and recommendations during the 
assessment meeting.

Needs to be conversant with the 
risk assessment process and have an 
understanding of the activities.  They need 
to be able to record discussion and hence 
an understanding of ‘the language’ and 
common acronyms used in the hospital is 
advantageous.

	 1.5	 	How to conduct the risk assessment

This section provides a step-by-step description of the risk assessment process. Participants do 
not need to have past risk assessment experience to contribute. The approach does, however, 
require a multi-disciplinary team knowledgeable about the practice(s) populations, the 
‘locality’, the current service and the proposed service, or treatment. The team should include 
someone skilled in using the method and also someone with group facilitation skills. 
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Essentially, the process is composed of four main tasks as depicted below.

Figure 1: The four tasks of risk assessment

Task 1:
planning the risk assessment

Task 2:
map out the service to be assessed

Task 3:
risk assessment meeting

Task 4:
review and follow-up

Task 1: plan the risk assessment

Start by defining the risk assessment’s objective and scope.  Key considerations should be: 

•	 estimating probability. Assessing the chances of a risk happening can be highly subjective. 
When estimating probability the assessor needs to take into account the fact that memorable 
events seem more common and constant feedback is necessary to ensure accuracy of 
predictions. The use of incident data, literature and other sources of intelligence will help  
with this.

•	 effectiveness of estimated potential impact for prevented incidents. There is the 
potential to over- or under-estimate the possible impact of an incident, which can then bias the 
organisation’s risk register and future actions.

•	 balance of analysis. The chosen system should not concentrate exclusively on the most serious 
incidents or risks while ignoring the low to  moderate incidents or risks, which occur much 
more frequently. If these are reported, the lessons learned could prevent the serious incidents 
from occurring. There is something to learn from all levels of risk and patient safety incidents, 
including those that have been prevented (near misses). 

•	 resources. Each organisation should ensure their policies and approach match the capacity 
to act. For example, if an organisation states that all incidents that led to harm should be 
investigated using root cause analysis or significant event audit, the organisation should ensure 
there are enough staff with the expertise and resources to do this.
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Task 2: map the services to be assessed

The service or treatment to be assessed needs to be fully mapped which means breaking the 
task down into its component parts. It is recommended that this is done by:

•	 listing or mapping out the activities, for example patient booking or treatment;

•	 identifying interactions with all component parts;

•	 identifying other changes resulting from your proposed service or treatment;

•	 changes in the activities of others should be included in the activities’ map and be risk assessed;

•	 collecting relevant documents including protocols, care escalation policies and patient 
information leaflets.

Task 3: risk assessment meeting 

Preparation is an essential component that assures a robust assessment and an efficient and 
effective meeting. Preparation should include:

Sub-task Components

Develop initial prompts: ‘what if’ questions This is the development of a set of ‘what if’ questions to help identify hazards 
and their causes. This is key to delivering an effective and robust assessment. 
The following ‘what if’ questions could be developed:

•  What if an appointment letter is not produced for the patient?

•  What if the patient does not attend?

•  What if the patient does not receive appointment letter?

•  What if blood and urine tests are not completed?

•  What if the electronic patient record is not updated?

•  What if the nurse does not know when to refer to the GP?

Develop record sheet It is important to record the findings of the risk assessment as they are 
developed. In particular, it is necessary to show the link between causes 
identified, the consequences and controls, the risk ranking and the 
recommendations. In this way the basis of the recommendations will  
be clear.

Obtain risk matrix This should be available from the governance or risk department.

 
It is recommended that the risk assessor starts the meeting by taking the MDT through all the 
prepared materials, including the process map. The risk assessment process and roles of the 
delegates should also be explained. To help identify hazards, it is useful to have a list of ‘what if’ 
questions that can be used by the MDT team during the risk assessment meeting. 
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Task 4: review and follow-up

The outcome of the risk assessment should be addressed according to the organisation’s risk 
management policy and procedures. Subsequent to the risk assessment meeting, the team 
should review the recommendations from the assessment meeting, and agree whether to 
implement them as they stand or to modify them. The team will also need to agree how they 
should be implemented. The identified hazards and the agreed actions need to be placed either 
on the organisation’s, or practice’s, local risk register. This should include the name of those 
responsible for carrying out any actions. 

If the actions will have an impact on other parts of the organisation’s operations, for  
example community nursing services or allied health professionals, or on other organisations’ 
operations, for example the ambulance service, they will need to be agreed with all  
relevant parties. 

The total risk assessment process is described further on the next page.
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Figure 2: risk assessment process

Step 1 The risk assessor and MDT review the 
process map. The person who knows most 
about the activity or activities describes them 
and includes: 

• inputs (e.g. clinical information on patient);

• �outputs (e.g. GP knows which patients 
need treatment or investigations);

• �resources used (e.g. treatment centre and 
nursing staff);

• �controls (e.g. protocol and patient 
assessment tools).

Step 2 Team review the prompts, the ‘what if’ 
questions, and further develop the relevant 
hazards and risks.

Step 3 The risk assessor and MDT select a hazard to 
assess.

Step 4 The team identify potential causes, 
consequences and controls for the selected 
hazard. (Following the ‘80:20 rule’, the 
leader should guide the team to focus on 
significant causes and consequences to be 
efficient and effective).

Step 5 The team assess the hazard’s risk using 
their risk matrix, and determine if further 
mitigation is required.  Further mitigation 
(see step 6) should be considered wherever 
the risk is assessed as medium or high.

Step 6 The team develop relevant 
recommendations to control the  
high/medium risk hazards, and re-assess 
the risk with these recommendations 
in place. If the risk is still high, further 
recommendations should be developed. 
If the team cannot identify any practical 
means of mitigating the risk, the risk should 
be escalated for acceptance in accordance 
with the organisation’s risk management 

Step 7 Repeat steps four to seven until all the 
hazards relevant to the activity(ies) have 
been assessed.

Step 8 Repeat steps one to eight until all the 
activities have been assessed.

	

 

Step 1:
review process map

Step 2:
identify relevant hazards (record in log 
sheet column 2)

Step 3:
select relevant hazard to assess 
(prioritise list)

Step 4:
identify causes, patient safety 
consequences and controls (record in log 
sheet column 3, 4 & 5)

Step 5:
assess hazard’s risk and determine 
need for action (record in columns 6, 7 & 8)

Step 6:
develop recommendations and re-risk 
assess (record in columns 9, 10,11 & 12)

Assessment complete

Step 7:
another hazard?

Yes

NoYes

No

Step 8:
another activity?
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2	 Risk assessment and patient safety
Patient safety should be considered throughout the development and implementation of 
a service or treatment. It is now well recognised that healthcare involves a wide range of 
risks and that any development, change or innovation brings new risks as well as rewards 
(National Patient Safety Agency 2004).  Many people regard incidents as random occurrences 
or unpredictable events beyond effective control. But although chance does play a part, and 
human error can never be eliminated entirely, the majority of incidents fall into systematic and 
recurrent patterns. 

Patient safety risk assessments are careful examinations of systems to identify factors that 
could potentially cause or contribute to patient harm. They facilitate decisions about whether 
adequate precautions are being taken to ensure timely and safer provision of care, or if 
further measures are needed to prevent harm. They aim to make sure, as far as possible, that 
patients are not harmed by the actions of healthcare staff or unsafe conditions. The following 
information should be reviewed as part of the process:

•	 patient safety incident data for relevant incident types;

•	 audit and patient satisfaction questionnaires for patient safety issues.

The steps that should be taken to assure an organisation is controlling its risks are  
outlined below.

Figure 3: patient safety risk management assurance framework (HCSU)

Integrated service improvement plan

Objectives

RisksAssurance Patient safety

Management
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Objective: the assessor identifies the key purposes and achievements for the 
organisation, service or treatment.

Risks: the systematic identification and assessment of risks affecting the organisation, 
service or treatment.

Management: controls for assuring that the identified risks are mitigated through 
targeted recommendations and/or solutions.

Assurance: evidence of assurance, for example audit, patient safety incident (PSI) 
reporting, investigation and analysis via significant event auditing or other systematic 
methods, monitoring and review of contract.
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3	 Risk assessment models
There is a growing awareness that interventions, knowledge and expertise used to improve 
safety in other industries can help the healthcare sector improve patient safety by dealing 
with comparable incidents and risks. There are over 40 tools currently used in industry, both 
prospective and reactive, and some of these are now being used in healthcare to identify 
potential failures or reasons for failures. 

They include:

•	 failure modes and effects analysis (FMEA);

•	 healthcare failure modes and effects analysis (HFMEA);

•	 hazard analysis and critical control points;

•	 hazard and operability;

•	 barrier analysis and the development of risk controls;

•	 probabilistic risk assessment.

The models chosen here are those mostly likely to be used in healthcare but this does not 
mean that there are not other applicable tools. The United States, Canada, the Netherlands 
and Denmark are all conducting proactive risk assessments using FMEA or HFMEA. The United 
States has now had several years’ experience of teaching and carrying out HFMEAs, influenced 
in part by the Joint Commission on Accreditation of Healthcare Organisations’ (JCAHO) 
instruction to conduct at least one FMEA per year. 

The following sections describe the models listed in more detail. Some commentators may 
feel that these are consuming and unnecessarily complex. The NPSA is addressing this by 
developing simpler proactive risk assessment tools specifically for the NHS.

	 3.1	 	Failure modes and effects analysis (FMEA)

FMEA was developed by the US military and it has been used in engineering, manufacturing 
and by NASA. FMEA can identify potential process failures before they happen. It is a proactive 
qualitative tool for evaluating a process, a new product or service design. The aim is to identify 
potential points of failures and the effects these failures could have on individuals and/or the 
organisation. The actions that need to be taken to prevent an incident can then be prioritised. 
The emphasis is on preventing risk, and it is, therefore, relevant in healthcare where the aim 
is to prevent risk to both patients and staff. It is particularly useful in evaluating a new process 
before it is implemented, and in assessing the impact of a proposed change to an existing 
process. FMEA can also be used to evaluate the potential impact of changes over time. 

FMEA is applied to the processes that make up a system. A medication delivery system, for 
example, is made up of a number of different clinical professions, processes and services: 
initial diagnosis (GP practice), prescribing (GP practice), preparation (pharmacy), dispensing 
(pharmacy), administering (pharmacy or home care) and follow-up (nurses, general practice or 
home care). Each step in these processes has the potential to result in failure. 
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FMEA identifies the following factors:

•	 process: how is care expected to be delivered? 

•	 failure mode: what could go wrong?

•	 contributory factors: why would the failure happen?

•	 effect: what are the consequences of the failure?

Seven stages of an FMEA 

1	� Identify a high-risk system from the organisation’s risk register and incident reporting 
system. Break it down into various processes for analysis. This can be conducted on a 
system but the most effective way is to perform a separate analysis on each process 
within the system and then integrate the results.

2	� Recruit a multi-disciplinary team to chart the process in the form of a flow chart to 
identify all the steps that are taken.

3	� As a team, identify where that process can go wrong or fail and what could stop those 
failures from happening (controls and barriers). 

4	� Identify what the effects could be if the failures occurred. Existing evidence of 
incidents and departmental risk assessments can be used to inform the process. 

5	� Assign priority scoring or rating to each failure and effect. This is normally done by 
using a risk matrix asking the following:

•	 How likely is it that this failure mode will occur?

•	 If the failure mode occurs, how likely is it that the failure will be detected?

•	 If the failure mode occurs, how likely is it that harm will occur?

6	� Evaluate the results and either reduce the probability of the failure to an acceptable 
level or add controls and safety mechanisms to mitigate or minimise the effects of  
the failure. 

7	� Complete an action plan for improvements.
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The benefits of FMEA are:

•	 improved design of care processes; 

•	� a multi-disciplinary approach that promotes teamwork and group discussions  
about errors; 

•	 a system-based approach to thinking about the possible causes of each error;

•	� it provides a systematic, thorough and consistent tool to identify potential root 
causes and enables corrective actions before an incident happens;

•	� the outcome and changes made to the steps of the process are made on the 
evaluations and suggestions of the frontline staff themselves;

•	� it ensures that care is fit for purpose and delivered according to expected 
outcomes.

Examples of FMEA used in healthcare

Adachi and Lodolce (2005) used FMEA to identify dosing and administration errors associated 
with intravenous medications, and to develop interventions to change the process. One 
year later medication errors relating to intravenous fusion pumps were reduced. Burgmeier 
(2002) found FMEA a valuable tool for reducing the risks and problems inherent in the blood 
transfusion process. Gowdy and Godfrey (2003) used FMEA to assess and prevent inpatient  
falls within a geriatric psychiatric unit. Once the FMEA action plan was implemented, the 
inpatient fall rate steadily decreased.  

3.1.1	 	Healthcare failure modes and effects analysis (HFMEA)

HFMEA is an adapted FMEA tool for risk assessments in healthcare. It was developed by the 
American organisation Veterans Affairs National Centre for Patient Safety (VA NCPS). HFMEA 
is a hybrid prospective analysis model that combines the concepts found in FMEA and hazard 
analysis and critical control points (HACCP) described below, with tools from the VA’s root 
cause analysis process (Derosier et al. 2002).

Constraints for both FMEA and HFMEA:

Time consuming: One solution may be to hold group meetings only when the combined 
opinion of the team was necessary, for example, when the process mapping exercise is being 
carried out. Agendas for the meetings can also be circulated beforehand to keep them focused 
and brief.

It can be frustrating when little or no benefit is seen until the process of FMEA is complete 
(Duwe, Fuchs, & Hansen-Flaschen 2005). This might also result in staff losing interest or 
rushing to complete, thereby compromising the quality of the FMEA. All staff involved need 
to be willing and committed to address the issues as the process relies on consistency and 
completeness (Hardell 2005). 
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3.2	 	 	Hazard analysis and critical control points (HACCP)

Hazard analysis and critical control points is a systematic methodology evolved from team 
work by Pillsbury, NASA, Natick Laboratories of the United States Army, and the US Air Force 
Space Laboratory Project Group. It was originally designed to ensure that the food provided 
for astronauts was not contaminated. HACCP has since become the standard risk assessment 
approach within the food industries in both the UK and the United States. 

The key steps in HACCP are:

•	 identify hazards and assess their severity and risk;

•	 determine the critical points – a ‘critical control point’ is where control can be exercised to 
prevent, eliminate or minimise a hazard;

•	 specify criteria to ensure control;

•	 monitor critical control points;

•	 take corrective action whenever monitoring indicates criteria are not met;

•	� verify that the system is functioning as planned. 
(Baird, Henry, Liddell, Mitchell and Sneddon, 2001)

HACCP has been used to review healthcare associated infections (Richards 2002) and to review 
the antenatal serum screening programme for Down’s syndrome (Derrington et al 2003).  It 
is currently being used by the NPSA to develop an approach to reviewing hospital-acquired 
infections referred to in this document.

3.3	 	 	Hazard and operability (HAZOP) 

Hazard and operability (HAZOP) is a methodology originally designed for use in the chemical 
industry in Great Britain (Kletz 1974), although it has since been applied successfully and 
widely to other industries. It is a team-based, systematic and qualitative method that employs 
brainstorming to identify hazards in process industries. Typically the team will consider a 
process and, for each component in the process, consider it against a set of around eight to ten 
hazard-identification key words in a checklist. For example, in a medication example, prompts 
such as dose too high, dose too low, wrong drug, would direct the team’s efforts. Potential 
causes for these deviations are then sought and addressed. When all the hazards have been 
identified, the team develops an action plan to take the process forward.

Very few risk assessment studies within healthcare appear to have adopted HAZOP analysis; 
therefore it is difficult to identify applicability. However, it is currently being used by the NPSA 
to develop the keyword checklist for its Hospital at Night work (www.npsa.nhs.uk/web/
display?contentId=5222).

3.4	 	 	Barrier analysis and the development of risk controls

Barrier analysis is a risk assessment model which identifies:

•	 which barriers should have been in place to prevent the incident;

•	 why the barriers  failed;
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•	 which barriers could be used to prevent the incident happening again.

A barrier is a defence or control measure for preventing harm to vulnerable or valuable objects 
such as people, buildings, organisational reputation and the wider community. A barrier in 
healthcare is either an obstruction, such as a locked controlled drug cupboards, or preventative 
action such as using a checklist. The fact that a patient safety incident has taken place means 
that one or more of the barriers failed. It offers a structured way to visualise the events related 
to system failure and can be used reactively to solve problems or proactively to evaluate  
existing barriers. 

There are four types of barriers. Examples of each type are listed below.

1   Physical barriers: an actual physical hindrance

•	 keypad-controlled doors;

•	 computer programmes that prevent a reporter from continuing if a field is not completed;

•	 controlled drugs kept in double-locked cabinets that require two keys, usually kept separately.

2   Natural barriers: barriers of distance, time or placement

•	 a procedure which ensures that two similar drugs required in two different routes are given by 
different people, at different times and in different places. Thereby ensuring that the drug routes 
are not mixed up, for example, chemotherapy.

3   Human action barriers

•	 checking the temperature of a bath before immersing an elderly patient;

•	 checking patient’s identify with another staff member;

•	 checking patient’s identify with the patient, carer or relative.

4   Administrative barriers

•	 protocols and procedures;

•	 checklists;

•	 alert notices;

•	 professional registers.

Physical barriers are the most reliable in terms of providing failsafe solutions to safety problems. 
Natural barriers, while less effective, generally provide a more robust solution than human 
action and administrative barriers.  Barriers 3 and 4 are considered the least reliable because 
they rely on human action and behaviour, and mistakes can be made.

More detail on barrier analysis can be found in the NPSA’s root cause analysis toolkit at  
www.npsa.nhs.uk/rcatoolkit
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	 3.5	 	Probabilistic risk assessment

Probabilistic risk assessment uses a top-down approach that identifies the undesirable outcome 
first, and then investigates all combinations of process failures that may lead up to this event, 
(Marx & Slonim 2003). Probabilistic risk assessment uses two complementary graphical tools: 
event tree analysis1 and fault tree analysis2. These identify the potential causes of the event  
and how they are related. It examines incidents and their contributory factors and determines  
the likelihood of the event happening and involves a mixture of quantifying risks and using  
expert judgement.

The assessment defines the nature and size of the risks and weighs these up against the 
benefits of reducing or eliminating them and the costs of achieving this. A judgement is then 
made on how best to manage the risk.  For example the probabilistic risk assessment process 
could be used to try to understand the potential ways the wrong drug could be dispensed. 
There could be a number of different ways this could happen:

•	 the drug was prescribed wrongly in the general practice and not picked up by the pharmacy;

•	 the drug was prescribed correctly, but the pharmacy selected the wrong drug to be given to  
the patient;

•	 the drug prescription was unclear, and the pharmacy selected the drug thought to be written, 
but this was the wrong one.

The probabilistic risk assessment approach works out the likelihood of each outcome and 
what could be done to reduce that likelihood. It also attempts to quantify the potential risks by 
scoring the likelihood of a particular risk or incident actually happening, including considering 
the frequency with which it may arise. To help quantify this, incident data can be assessed 
along with expert estimation of how often a process could fail, or by undertaking clinical audit 
of the process to demonstrate actual failure rates. Fundamentally a probabilistic risk assessment 
will mean fewer surprises. It will provide evidence of the key risk areas and therefore steer 
prioritisation for improvement and risk management activity. In turn, this can help ensure 
lessons are learned without having to suffer a crisis or a major incident. It will also enable NHS 
organisations to target their limited resources more efficiently. 

	

	 1 �Event tree analysis:  this is an approach which like the branches of a tree, maps out the different paths and factors that can lead to an event occurring.

	 2  Fault tree analysis:  this is an extension of the event tree which shows the cumulative effects of the faults within a system.
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4 	What do healthcare providers need to do?
To be most effective, integrated risk management should be woven into the normal working 
processes and into existing decision-making structures and processes. 

Each NHS organisation, including practices, are advised to:

•	 have a risk management strategy and associated policies;

•	 where possible, create a single point of coordination for the overall policy and strategy; 

•	 review the effectiveness of the organisation’s ability to minimise risk, that risk is actively 
managed and appropriately communicated throughout the organisation or practice;

•	 demonstrate that there is an appropriate reporting process when things go wrong to ensure 
lessons are learned;

•	 use the information gained through risk assessments to develop future business and strategic 
plans balancing innovation with risks and benefits.

Each NHS organisation should train relevant individuals who could be part of the risk  
assessment team:

•	 ensure that relevant staff have an awareness of risk management and risk assessment;

•	 help the organisation achieve compliance with external accreditation; 

•	 help establish an effective risk register;

•	 learn how to review aggregated risk management data and risk assessments and other tools to 
help forecast possible problems and contingency planning.

NHS organisations’ boards should:

•	 establish principal strategic and directorate objectives;

•	 identify the principal risks that may threaten the achievement of these objectives. The 
Department of Health suggests a range of 75–200 depending upon the complexity of 
the organisation;

•	 identify and evaluate the design of key controls intended to manage the principal risk;

•	 set out the arrangements for obtaining assurance on the effectiveness of key controls 
across all areas of principal risk;

•	 evaluate and identify areas where the controls are working well and areas where there 
are gaps in controls;

•	 put plans in place to take corrective action where gaps have been identified;

•	 establish sound, dynamic risk management arrangements including, crucially, a well 
founded risk register.
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5	 What the NPSA is doing to help
	 5.1	 	Information and research

Key resources:

•	 Seven Steps to Patient Safety;

•	 Root cause analysis e-learning toolkit;

•	 Patient safety managers;

•	 Reference list in this document provides a key resource for the reader.

	 5.2	 	Case studies and practical risk assessment tools:

The NPSA has created a number of tools which NHS organisations can use to help develop their 
approach to risk management and risk assessment.

	5.2.1	 	Practice-based commissioning (PbC)

Practice-based commissioning is a key change in the way the NHS will be working. It is a 
risk assessment process that enables general practices and local commissioning groups 
to undertake practice-based commissioning and commission ‘safely’. The aim of such an 
assessment is to help ensure services commissioned through primary care are designed, 
implemented and sustained to provide safer patient care.  The tool is designed for those 
responsible for commissioning new services, or reviewing current services, to ensure that 
patient safety has been considered throughout the development. It can also be used to brief 
others on the risk assessment process.

www.npsa.nhs.uk/riskassessment

	5.2.2	 	The Hospital at Night (HaN) solution

The Hospital at Night (HaN) solution will change the way care is provided. It consists of a  
multi-disciplinary team with the competencies to cover a wide range of interventions and the 
capacity to call in specialist expertise when necessary. This is in contrast to the traditional model 
of doctors-in-training working in relative isolation, and in speciality-based silos. 

The HaN model advocates taking a multi-professional approach and using other professionals 
in the team such as advanced nurse practitioners and operating department practitioners who 
have the competency base to attend and offer urgent and emergency care to patients with the 
ability to call in specialist expertise when necessary. 

As with any change of this type it is important to ensure and demonstrate the new way of 
working provides safe care, so far as is reasonably practical. Delivering a safer solution requires 
not only identifying its risks and appropriate control measures, but also assuring that the risk 
management controls are implemented, maintained and effective. 
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The tool is designed for those responsible for the HaN solution to ensure that patient safety has 
been considered throughout the development of this change process. It can also be used to 
brief others on the risk assessment process. NHS trusts are encouraged to use the NPSA’s risk 
assessment guidance when implementing the HaN solution.

www.npsa.nhs.uk/web/display?contentId=3658

5.2.3	 	Hospital-acquired infections (HAI)

In 2003, the Chief Medical Officer stated in Winning Ways that the NPSA and the Inspector 
of Microbiology will work jointly to ensure that the techniques of root cause analysis are 
developed for healthcare-acquired infections (HAI) and applied in every NHS organisation. 
The NPSA has developed and implemented a programme of systematic incident investigation 
using the risk assessment and root cause analysis methodology for hospital-acquired infections. 
The tool is aimed at all grades of infection control (IC) staff, especially those who are new to 
IC or have been recently appointed as IC staff-in-training. It can be used by those training 
undergraduates (medical and nurses) and IC link nurses.  It can also be used by a variety of 
healthcare staff who are undertaking IC investigations such as modern matrons, clinical 
governance staff and risk management staff. The tool is not intended to replace current robust 
structured outbreak investigation methods and techniques, more to enhance attempts to 
investigate, find the root causes and learn lessons for future improvement.

www.npsa.nhs.uk/web/display?contentId=5222
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Conclusion
Risk assessment is a valuable tool that can help managers and clinical staff improve their work 
and care delivered. The NHS is continuously changing and this can cause the risk profile to 
change. If NHS organisations systematically identify, assess, learn from and manage all risks 
and incidents at every level, they will be able to reduce potential and actual risks, and identify 
opportunities to improve healthcare across the NHS.   

In the UK, most healthcare organisations address risks by employing risk registers and risk 
matrices, both of which tend to be retrospective. Although a few organisations have employed 
other techniques, very few have used more advanced methods of prospective risk assessment. 
The NPSA has a number of examples of its work that demonstrates the use of different risk 
assessment methods in hospitals at night, for practice-based commissioning and reducing 
hospital-acquired infections. 
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